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1
Decision/action requested

This contribution proposes a new key issue for protection of AF -NEF interface.
2
References

[1]
3GPP TR 33.851 "Study on security for enhanced support of Industrial Internet of Things (IIoT)".
3
Rationale

The AF- NEF interface needs to be protected.

4
Detailed proposal

It is proposed to add a new key issue for protection of AF-NEF interface.

**** START OF CHANGES ****
5.x
Key Issue #x: Protection of AF-NEF interface

5.x.1
Key issue details 
SA2 has concluded upon solution #7 and solution #9 in TR 23.070-20 [xx].

In Rel. 17, the AF supporting non-TSN services is not trusted and interface with NEF. The AF could be a 3rd party AF.
The following procedure is used to expose 5GS information to aid the AF in formulating a request for Time Synchronization in 5GS. 
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Figure 5.x.1: Time Synchronization capability exposure towards AF
The AF requests Time Synchronization service via External Parameter Provisioning, supplying the NEF with requirements for one or more time synchronization methods, and parameters. 
5.x.2
Security threats

In case the interface between the AF and the NEF lacks confidentiality, integrity and replay protection then it will be possible for an attacker to eavesdrop, alter data unnoticed and replay packets.
5.x.3
Potential security requirements

The AF-NEF interface shall support confidentiality, integrity, and replay protection.
**** END OF CHANGES ****
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